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[bookmark: _Toc279075021]Executive Summary

This report, Digital Services Playbook Audit of BusinessUSA, was commissioned through the BusinessUSA team through guidance from the National Economic Council and the White House Office of Science and Technology Policy.

This report reviewed BusinessUSA through the perspective of the Digital Services Playbook published by the White House.   The thirteen plays of the Digital Services Playbook – available at http://playbook.cio.gov - guide the overall program and technology strategy for Federal Government projects with a significant digital and/or information technology component.  The checklists and key questions of each play were a guide to exploring BusinessUSA’s current performance in line with the current Digital Services Playbook.

Thematically, the following strengths were documented throughout the thirteen plays:
· Mission Orientation:  In potential contrast to other digital services programs, the BusinessUSA team, through a Presidential Memorandum, has a clear, specific mission to provide a first customer service point-of-contact to small businesses and exporters to start and grow.  BusinessUSA can clearly reach out to those customers through digital analytics, usability testing sessions, and existing Federal Government structures to obtain feedback from those communities.  BusinessUSA’s customer-centric approach is also supported through other Presidential Memoranda on customer-service and exporting policies, as examples.
· Analytics-Driven Management: Digital, customer, and call center analytics are used to drive decision-making about  future improvements to BusinessUSA’s platform.  Analytics reporting and tools are best in-class for Federal Government programs and used as another source for objective feedback on performance management.
· Small Technology Team:  From its inception, BusinessUSA has thrived with a small, focused, agile technology team, where a technology lead and deputy lead decision-making on product decisions with extensive contractor support.  The team is insulated from bureaucratic decision-making processes through executive management and is allowed to experiment with BusinessUSA’s platform to evolve the right solution for its end-user customers, small businesses and exporters.
For areas of improvement, the following thematic areas were identified:
· Automated Testing & Deployment:  While still in development, no automated testing tool currently covers a significant amount of the codebase.  At its inception, BusinessUSA was able to launch within 90 days, but the lack of automated testing has begun to impact performance of the platform in terms of errors and user experience.  At the current rate, tools, such as selenium, should be able to reach extensive code coverage in less than 60 days and will be run on a nightly basis to ensure less errors and a better user experience in production.
· Systems and Infrastructure Analytics:  While digital, customer, and call center analytics are clear strengths for BusinessUSA, systems and infrastructure analytics for BusinessUSA have been harder to obtain for real-time access to explain potential performance issues in production.  BusinessUSA is currently working with its vendor to understand its service-level agreements and obtain metrics on a more frequent basis.  The current procurement does not necessarily offer better alternative for access to real-time analytics for the current cloud environment.  In subsequent procurements, there will be a renewed focus on such access to analytics and metrics.
· Continuous Integration:  While BusinessUSA’s technology team operates within an agile development philosophy, the current hosting environment does not necessarily offer a way for continuous integration into production.  Production deployments must be scheduled within two windows per week.  This may continue to be a restriction of the current procurement, and subsequent procurements could focus on changes to this arrangement.
Below, a complete table offers detailed recommendations per play of the Digital Service Playbook.   Where a play is not shown, no significant recommendations were made.

		Play
	Play
	Recommendations
	Current Status

	1. Understand what people need
	· BusinessUSA should further incorporate and institutionalize voice-of-the-customer interviews and best practices into the product development process and across the BusinessUSA initiative.  The VoC process will kickoff in January 2015.
	In progress

	2. Address the whole experience, from start to finish
	· BusinessUSA should develop closer connections with offline points-of-contact, following the user flow through BusinessUSA and onto offline points-of-contact.
	In progress

	3. Make it simple and intuitive
	· BusinessUSA should integrate user experience feedback to improve the site design more incrementally.
	In progress

	5. Structure budgets and contracts to support delivery
	· BusinessUSA should continue to learn about best practices through working with program such the Presidential Innovation Fellow, 18F, and the Digital Services team..
· BusinessUSA should also determine the need for a transition of one web development or hosting vendor to another. 

	Ongoing

	9. Deploy in a flexible hosting environment
	· BusinessUSA should identify a more concise line-of-sight into the hosting infrastructure via an API to acquire resources more easily, in addition to more timely and dynamic reporting..
	Nearly completed

	10. Automate testing and deployments
	· BusinessUSA should improve efforts to automate testing and deployment.  The current contractor is engaged in making improvements to automate testing in the development environment and to automate testing in the production environment.
	Nearly completed

	12. Use data to drive decisions
	· Though highly compliant, the key area of further improvement for BusinessUSA would be better insight into infrastructure analytics.
	In progress
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The BusinessUSA team looks forward to further serving small businesses and exporters through its platform.  The BusinessUSA will need support from principals at the White House, the Office of Management and Budget, the Small Business Administration, and the Department of Commerce on the following issues to push BusinessUSA to the next level:
· Predictable Funding – BusinessUSA needs a predictable level of funding for the next several budget cycles to adequately plan for more integration across with participating Agencies and their digital infrastructure in a significant manner.  Uneven and unpredictable funding leaves BusinessUSA unable to sync integration timelines with other established, well-funded digital services programs.
· Incentivized Cooperation – In learning from the lessons of Business.gov, BusinessUSA needs to leverage the efforts of the White House and OMB to tie incentives to participating Agencies in helping to make BusinessUSA a success with their clients.   To date, participation in BusinessUSA from Agencies has not been consistent enough given their own priorities and the potential for conflict with their existing programs.  Performance incentives and tying BusinessUSA to the agendas of the CIO Council, the Federal Web Managers group, and the Digital Government program at GSA would push the Agencies to share content and resources with BusinessUSA to make their resources more accessible to small businesses and exporters.
· Consistent, Long-Term Direction – With the commitment to consistent funding and cooperation from other Agencies, BusinessUSA needs consistent, long-term direction from the White House and OMB to drive a clear vision for end point for BusinessUSA as an initiative.  BusinessUSA’s desire to be the flagship digital platform for small businesses and exporters to access resources across all levels of government more quickly, easily, and accurately with the customer service to match that desire needs to be articulated by principals at the White House and OMB to Agencies throughout the Federal Government.



[bookmark: _Toc279075022]Methodology

This report was generated through the use of the checklists and key questions per play.  All comments per checklist item and/or key question were meant to be evidence-based.  The Example Sources column details the evidence cited per item.  Theses sources were compiled into a zip file to support the report.  

For each checklist item, there are three types of checkboxes – checked, blank, and “x”-ed.  The checked boxes signify that the items are fulfilled by BusinessUSA’s current practices.  The blank boxes signify that current practices only fulfill the items partially.  “x”-ed boxes signify that current practices do not fulfill the item.   

Each play is summarized in a Conclusion section to highlight strengths and possible recommendations.  The Conclusion and Recommendations section at the end of the report illustrates more detailed recommendations per play.
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“Play 1: Understand what people need” highlights the specific need of BusinessUSA’s mission and vision in regards to small business owners and exporters.  Play 1 is geared towards ensuring that BusinessUSA meets the needs of its customers through performance reports and usability testing results on a frequent basis.  Furthermore, Play 1 describes the importance of providing the right information for small businesses and exporters to help them grow and succeed. 

[bookmark: _Toc279075025]Checklist

	
	Checklist
	Comments
	Example Sources

	
	Early in the project, spend time with current and prospective users of the service
	At the inception of BusinessUSA, the emerging core team and other Federal stakeholders spent significant time interacting with principoals that took part in the series of events, named Business Roudtables  Several Federal reports were also published based on feedback from the small business community.
	Startup America: Reducing Barriers Roundtables Report

	
	Use a range of qualitative and quantitative user research methods to determine people’s goals, needs, and behaviors; be thoughtful about the time spent
	BusinessUSA uses analytics and monthly usability testing sessions to obtain quantitative and qualitative feedback, respectively, to create a complete picture of user feedback and behavior.  These tools are inexpensive to use, and the user feedback sessions typically take about three to eight hours per month to accomplish.
	BusinessUSA Monthly Analytics Report; 

BusinessUSA Usability Testing Report

	
	Test prototypes of possible solutions with real people, in the field if possible.
	Prototypes were tested with users in several different forums, including focus groups, usability testing sessions, and hallway testing at conferences during its first launch over the first 90 to 180 days.
	BusinessUSA Usability Testing Report

	
	Document the findings about user goals, needs, behaviors, and preferences.
	From its outset, the high-level requirements and findings were documented as a part of the initial 90-day sprint and in subsequent ideation sessions about BusinessUSA’s eventual goals.
	BusinessUSA Usability Testing Report

	
	Share findings with the team and agency leadership
	The Analytics and Usability Testing reports are distributed internally to the team on a shared drive.  The findings are discussed in bi-monthly Steering Committee meetings with Agency leaders.
	BusinessUSA Monthly Analytics Report; 

BusinessUSA Usability Testing Report

	
	Create a prioritized list of user stories, which are short descriptions of the goals the user is trying to accomplish
	The current Product Backlog creates users stories to convert vague feedback into definable user stories and development tasks moving forward in our development sprints.  At the outset of BusinessUSA, the SBA and ITA collaborated on a set of user personas to shape the initial development of BusinessUSA.
	BusinessUSA Product Backlog


	
	As the digital service is being built, regularly test it with potential users to ensure it will meet peoples’ needs
	Monthly usability testing sessions provide interaction with about three users on our latest functionality.  Analytics, furthermore, provide more quantitative feedback on our latest release against goals created in Google Analytics.
	BusinessUSA Usability Testing Report
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	Key Questions
	Current Approach
	Example Sources

	What user needs will this service address?
	BusinessUSA strives to meet the needs of small businesses and exporters to find the government resources, online, and offline, that they need to grow and succeed.
	Presidential Memorandum introducing BusinessUSA: http://www.whitehouse.gov/blog/2012/02/17/introducing-businessusa

	Why does the user want or need this service?
	Currently, small businesses and exporters have noted many times in Federal reports that they need to be able to find and understand government services and resources more easily.  If government resources are hard to understand, customers end up paying third parties to help them navigate the process.
	BusinessUSA Executive Committee Reports

	Who are your key users?
	The key users have been identified as small businesses and exporters, but these issues are applicable to the broader set of all businesses based in the US.
	Presidential Memorandum introducing BusinessUSA: http://www.whitehouse.gov/blog/2012/02/17/introducing-businessusa

	Which people will have the most difficulty with your service?
	Users with little knowledge of starting a business and/or using the Internet will have the most difficult time in utilizing BusinessUSA’s resources, as their understanding of entrepreneurship and technology will impede their ability to access BusinessUSA’s platform.
	Informal customer research

	What research methods were used?
	Research Methods have included: testing at conferences with live users and notebook computers, monthly usability sessions, informal direct feedback, customer feedback forms on the BusinessUSA site, and digital analytics reporting.  Additionally, BusinessUSA has partnered with GSA on its First Friday usability sessions and SBA.gov on its usability testing sessions and focus groups to understand users further.
	Internal Research/Interview

	What were the key findings from users’ current experience?
	The key findings from users’ current experience before BusinessUSA’s inception identified the following three problems.  First, information about government assistance is fragmented across multiple websites.  Second, there is no tie across those websites to connect the information.  Third, there is no rationalized first point-of-contact for assistance across those disparate pieces of information.  In essence, a solution would provide small businesses and exporters the ability to discover and access complementary resources across the a fragmented set of content across the many levels of government programs and services.
	BusinessUSA Executive Committee Reports

	How were the findings documented? Where can future team members access the documentation?
	Findings are documented through analytics reports and executive presentations.  These documents can be found internally on a shared drive accessible to all members of the BusinessUSA team.
	Internal communication tools – i.e. Google Drive

	How often are you testing with real people?
	Monthly, through Usability Testing Sessions
	BusinessUSA Usability Testing Report
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BusinessUSA has identified through its usability testing sessions and monthly analytics reports that small business owners and exporters need to able to access government resources, where they already are and exist digitally.  BusinessUSA should take a multi-channel approach to customer service.  An example of this is the mobile app that BusinessUSA has currently in development.  While BusinessUSA’s mission was called out in a Presidential Memorandum, continuous testing and conversations with customers are fine-tuning the execution of that mission, thus making it easier for business owners and exporters to grow and succeed.   Through the analysis of BusinessUSA’s adherence to Play 1, BusinessUSA could improve by providing more consistent testing and conversations for its core customers – small businesses and exporters.  BusinessUSA intends to develop a process to integrate voice-of-the-customer insights and feedback into all aspects of the BusinessUSA program, and this process will kick-off in January 2015. 
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“Play 2: Address the whole experience, from start to finish” details the overall user experience on BusinessUSA, incorporating web experiences, mobile applications, social media, call center interactions, and the offline experience.  Play 2 identifies the struggles small businesses and exporters face in regards to finding relevant information in one place and has resolved this problem with a “no wrong door” solution for all small business and exporting concerns.
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	Checklist
	Comments
	Example Sources

	
	Understand the different points at which people will interact with the service – both online and in person
	From the beginning, BusinessUSA was meant to be two different initiatives.  First, there’s an online component – including a classic website, mobile websites, mobile apps, social media, widgets, and APIs for use on other websites.  Second, the call center at 1-800-FED-INFO would handle phone help request.  Now, BusinessUSA has developed functionality to help customers request appointments with Federal resource centers in person and a directory of events for further assistance.
	Presidential Memorandum introducing BusinessUSA: http://www.whitehouse.gov/blog/2012/02/17/introducing-businessusa; 

BusinessUSA website; 

1-800-FED-INFO 

	
	Identify pain points in the current way users interact with the service, and prioritize these according to user needs
	Currently, small businesses and exporters have three principal problems.  First, information about government assistance is fragmented across multiple websites.  Second, there is no tie across those websites to connect the information. Third, there is no rationalized first point-of-contact for assistance across those disparate pieces of information. Fourth, customer should expect a consistent Reponses across whatever channels they access for resources.
	BusinessUSA Executive Committee Reports

	☐
	Design the digital parts of the service so that they are integrated with the offline touch points people use to interact with the service
	At this point, BusinessUSA’s platform connects offline through two principal methods.  First, the Request an Appointment functionality points users to make appointments with local SBA District Offices.  Second, the events directory allows customers to attend events for further information.  Third, BusinessUSA’s shared knowledgebase also provides a pool of articles and FAQs for customers that was developed by several different agencies.
	BusinessUSA website

	
	Develop metrics that will measure how well the service is meeting user needs, at each step of the service
	The BusinessUSA team collects metrics across several tools to understand: web analytics, email marketing analytics, social media analytics, customer feedback, trouble tickets, and call center activity.   These metrics are collected monthly and distributed to the team to develop insights into the BusinessUSA platform.
	BusinessUSA Monthly Analytics Report; 

BusinessUSA Performance Report
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	Key Questions
	Current Approach
	Example Sources

	What are the different ways (both online and offline) that people currently accomplish the task the digital service is designed to help with?
	Currently, without BusinessUSA, customers may find themselves frustrated with finding the information that they need from a fragmented collection of government websites and private sector.  Moreover, customers may pay external parties to find the right answers to the their questions – i.e. how to register for government contracting certifications.
	BusinessUSA website

	Where are user pain points in the current way people accomplish the task?
	As stated in the checklist item above, the pain points have to do with finding the right information on government websites.
	BusinessUSA Executive Committee Reports

	Where does this specific project fit into the larger way people currently obtain the service being offered?
	BusinessUSA is meant to be the Federal Government’s no-wrong-door approach to helping small businesses and exporters find what they need.  BusinessUSA strives to be inclusive of their business and exporting needs.
	Presidential Memorandum introducing BusinessUSA: http://www.whitehouse.gov/blog/2012/02/17/introducing-businessusa

	What metrics will best indicate how well the service is working for its users?
	Some of BusinessUSA’s key metrics include: number of sessions, returning visits, bounce rate, customer funneling through the wizards results page, customer satisfaction rating of the site, customer satisfaction of the call center.
	BusinessUSA Monthly Analytics Report



[bookmark: _Toc279075032]Conclusion

BusinessUSA developed a “no wrong door” solution, where small business owners and exporters can obtain valuable information and resources relevant to their businesses.  Play 2 details BusinessUSA’s approach behind the launch of valuable resources for small businesses and exporters.  BusinessUSA’s recommended improvement in this Play should be to develop closer connections with offline points-of-contact following the user flow through BusinessUSA – i.e. ensure that customers get a consistent experience from leaving the website or call center to entering an in-person meeting with folks at government-sponsored resource centers.
[bookmark: _Toc279075033]Play 3: Make it simple and intuitive
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“Play 3: Make is simple and intuitive” highlights the simplicity of BusinessUSA’s design and style.  Play 3 identifies the software used to create BusinessUSA’s user-tested “look and feel”.  Furthermore, Play 3 describes BusinessUSA’s dedication to remain Section 508 compliant. 
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	Checklist
	Comments
	Example Sources

	
	Create or use an existing, simple, and flexible design style guide for the service
	BusinessUSA currently uses a simplified design style guide that is inherent to its CSS and Drupal CMS templates.  There is a BusinessUSA style guide.
	BusinessUSA website

	☐
	Use the design style guide across related digital services
	To the extent possible, BusinessUSA attempts to use colors and styles in line with partner Agency websites – commerce.gov, export.gov, and sba.gov.
	BusinessUSA website

	
	Provide users with clear information about where they are in the process as they use the service
	Across the entire site, especially in wizards and content pages, breadcrumbs help customers understand where they currently are in the process. 
	BusinessUSA website

	
	Follow accessibility best practices to ensure all people can use the service
	BusinessUSA strives to be Section 508 compliant through audits conducted for every code release.  Code release tickets are tracked in the development ticketing system.  BusinessUSA currently licensed BrowseAloud to give the hearing and visually-impaired another tool to access the site.
	BusinessUSA website

	☐
	Provide users with a way to exit and return later to complete the process
	BusinessUSA will plan to soon pilot the 18F MyUSA project to establish a user authentication service to enable preferences and saved status on BusinessUSA.
	MyUSA project

	☐
	Use language that is familiar to the user and is easy to understand
	While BusinessUSA strives to put information in easy-to-use terms for the average customer to understand, there has been no formal process to serve this purpose.
	BusinessUSA website

	☐
	Use language and design consistently throughout the service, including in the online and offline (non-digital) touch points people use to interact with the service
	BusinessUSA has emphasized a consistent “look and feel” throughout its site, its help site, widgets, and APIs to make customers comfortable with using the platform.  Additionally, external links are served with a top bar with BusinessUSA branding to enable this further.  The call center also utilizes the website’s language and resources to answer customer questions offline.
	BusinessUSA website
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	Key Questions
	Current Approach
	Example Sources

	What primary tasks are the users trying to accomplish?
	The customer is typically trying to achieve one thing, at a high-level, find resources to fit their business needs.  BusinessUSA tries to meet this through its development of wizards.  BusinessUSA aspires to allow transactions soon behind a unified login, i.e. MyBusinessUSA through 18F.
	Presidential Memorandum introducing BusinessUSA: http://www.whitehouse.gov/blog/2012/02/17/introducing-businessusa

	What is the reading level of the language the service uses?
	Currently, BusinessUSA assumes that the average user would have a college-level vocabulary and reading skills.
	Assumption based on research on small business owner and exporters

	What languages is your service offered in?
	BusinessUSA is served in English, but the Google Translate offers translation in several other languages.
	BusinessUSA website

	If a user needs help while using the service how do they go about getting it?
	On the right sidebar, a help menu opens up to navigate the user towards help resources, including the call center.
	BusinessUSA website

	How does the service’s design visually relate to other government services?
	BusinessUSA’s visual design attempts to look more modern than other government sites, but also tries to maintain government ownership and credibility through usage of government logos and branding.
	BusinessUSA website
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For Play 3, BusinessUSA has iterated on its “look and feel” several times following user feedback sessions and analytics reports.  For BusinessUSA’s next steps, the development and user experience team will look to integrate this feedback into the user experience of the site less dramatically and more incrementally.   BusinessUSA will soon bring on a dedicated resource for user experience to hone in these types of fixes to the site over time.

[bookmark: _Toc279075038]Play 4: Build the service using agile and iterative practices
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“Play 4: Build the service using agile and iterative practices” describes the best practices BusinessUSA uses to stay on track with releases and their respective deliverables.  Play 4 also details the value of standard software development practices, such as a minimum viable product, daily stand-up meetings, frequent releases, and ticket-tracking software.  
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	Checklist
	Comments
	Example Sources

	
	Ship a functioning “minimum viable product” (MVP) that solves a core user need addressed by the service as soon as possible, and not longer than three months from the beginning of any new digital project, using a “beta” or “test” period if needed
	BusinessUSA had an initial 90-day sprint after the Presidential Memorandum was issued.  The site was actually announced and pushed to production in 120 days, due to political priorities to announce the launch at a certain date.
	Presidential Memorandum introducing BusinessUSA: http://www.whitehouse.gov/blog/2012/02/17/introducing-businessusa

	
	Run usability tests frequently to see how well the service works for users, and identify improvements that should be made
	BusinessUSA uses monthly usability testing sessions to obtain quantitative and qualitative feedback, respectively, to create a complete picture of user feedback and behavior.  These sessions are based on a template provided by the GSA “First Fridays” group.  The report then issues a list of recommendations for fixes to be integrated into the latest sprint.
	BusinessUSA Usability Testing Report

	
	Ensure the individuals building the service are in close communication using techniques such as war rooms, daily standups, and team chat tools
	The BusinessUSA team works closely with the development contractor using an agile development methodology with a product backlog and daily meetings to establish requirements, development tasks, and quality assurance procedures pre-production.  For the first 90 days, a war room was utilized at the Department of Commerce.
	BusinessUSA BPA SoW for Platform Development

	
	Keep delivery teams small and focused; limit organizational layers that separate these teams from the business owners
	The core delivery from BusinessUSA is two to three government staff focused on working with the contractor to deliver releases.  The rest of the BusinessUSA team supports the process without bogging down the release process with needless bureaucracy.
	BusinessUSA Organizational Chart

	
	Release features and improvements multiple times each month
	BusinessUSA has two method and/or styles of deployments: hot fixes and code releases.  The code releases are typically every 30 to 60 days, while the hot fixes are implemented on-demand.  BusinessUSA has some ability to be more rapid in delivery.
	BusinessUSA Product Roadmap

	
	Create a prioritized list of features and bugs, also known as the “feature backlog” and “bug backlog”
	BusinessUSA utilizes a Product Backlog document to track all new development items and operations & maintenance items.  These differentiated buckets provide a clear, transparent picture of future development items for the next sprint and/or release.  
	BusinessUSA Product Backlog

	
	Use an “issue tracker” to catalog features and bugs
	BusinessUSA utilizes JIRA, a popular ticket tracking software, to track bugs.
	BusinessUSA’s JIRA instance

	
	Use a source code version control system
	BusinessUSA currently utilizes GitHub and has a private account shared with the contractor
	BusinessUSA/REI’s GitHub account

	
	Ensure entire team has access to the issue tracker and version control system
	All key members of the BusinessUSA team and contractor team have access to JIRA and GitHub.
	BusinessUSA’s JIRA instance;

BusinessUSA/REI’s GitHub account

	
	Use code reviews to ensure quality
	Currently, BusinessUSA’s contractors do not utilize code reviews to ensure quality of code release-after-release.  With the quick releases of BusinessUSA, code reviews have been a weakness and need improvement.
	BusinessUSA/REI’s GitHub account
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	Key Questions
	Current Approach
	Example Sources

	How long did it take to ship the MVP? If it has not shipped yet, when will it?
	90 Days – BusinessUSA was ready to launch 90 days after the Presidential Memorandum.
	Presidential Memorandum introducing BusinessUSA: http://www.whitehouse.gov/blog/2012/02/17/introducing-businessusa

	How long does it take for a production deployment?
	12 Hours – Production deployments between the development contractor and the infrastructure contractor take a rather long time due to communication, configuration, and structured timings.
	GSA IaaS Procurement

	How long in days are the iterations/sprints?
	The iterations of BusinessUSA take anywhere from 30-60 days.
	BusinessUSA Product Roadmap

	Which source code version control system is being used?
	Git is being use for source code version control, and a GitHub account establishes an online presence for it.
	BusinessUSA/REI’s GitHub account

	What tool is being used to track bugs and issue tickets?
	BusinessUSA utilizes JIRA, a popular ticket tracking software, to track bugs.
	BusinessUSA’s JIRA instance

	What tool is being used to manage the feature backlog?
	A combination of Excel and BaseCamp are being utilized to manage the Product Backlog.
	BusinessUSA’s BaseCamp account

	How often do you review and reprioritize the items in your feature and bug backlog?
	A weekly development meeting is used to track the product backlog and reprioritize items.  A daily development meeting tracks progress and workload on individual items.
	BusinessUSA’s BaseCamp account;

BusinessUSA’s development meeting calendar

	How do you collect user feedback during development and how is that feedback to improve the service?
	User feedback is tracked in three main ways: first, mock-ups are sent to the customer for review; second, usability testing sessions are used to get outside user feedback; third, a UAT environment is established to allow anyone else to access the pre-production environment.
	BusinessUSA Product Roadmap; 

BusinessUSA Usability Testing Report

	At each stage of usability testing, what gaps were identified in addressing user needs?
	Per release, the variety of gaps could be in simple UX fixes for retooling the requirements document to build new features to support user needs.
	BusinessUSA Usability Testing Report
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With respect to Play 4’s analysis, the best practices of BusinessUSA seem more than adequate in addressing the basics of a web development project.  From this point forward, BusinessUSA should maintain their current practices and resist any pressure to become more bureaucratic and systematized with respect to web development cycles.  Overall, there are no significant recommendations for improvement in regards to Play 4.
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“Play 5: Structure budgets and contracts to support delivery” is meant to determine whether BusinessUSA is able to and/or is practicing an agile software development deployment in regards to budgeting and contracting.  Play 5 is geared towards ensuring that the contracts that help support the delivery of the BusinessUSA product are accountable for quality services, while allowing for flexibility and innovation.  Furthermore, Play 5 attempts to ensure that future contracts are able to utilize previously built software. 
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	Checklist
	Comments
	Example Sources

	
	Budget includes research, discovery, and prototyping activities
	BusinessUSA’s BPA SoW calls to build software applications with feedback from relevant stakeholders at all phases of the software development life cycle.  In several cases the end-user client may be uncertain and/or may change based on the specific development task.  Additionally, the SoW includes the ability to gather requirements, solicit feedback and provide prototypes or mockups to other Federal agency stakeholders.

The contractor shall perform and deliver IT services and support. The contractor shall utilize technical tools to distinguish and exhibit analytical behaviors of end-users in order to produce performance and analytics reports.  During this process, multiple tools that gather data based on customer service, customer surveys, call center data, social media data, and web analytics, and email marketing shall be incorporated.  The contractor shall use data to create customer solutions and build requirements for further analytics and web portal creation.  Documents, reports and presentations will be provided to the management team, based on analytical trends and the contractor will develop use cases based on these analytics. Additionally, improvements on Service Delivery and reports on Performance of BusinessUSA will be provided to stakeholders.
	BusinessUSA BPA SoW for Platform Development

	
	Contract is structured to request frequent deliverables and not multi-month milestones
	BusinessUSA’s Product Owner develops a Roadmap of deliverables with the contractor’s Technical Manager by assigning priorities to web release features.  As defined in the BPA SoW, releases will occur every 30-60 days and O&M activities will occur on an ad hoc basis.  BusinessUSA’s Product owner works closely with the contractor on a day-to-day basis with scheduled weekly status updates to build the release.  Engagements between the two parties are handled through email and phone communications as well as the use of the project management tool, BaseCamp. 
	BusinessUSA BPA SoW for Platform Development

	
	Contract is structured to hold vendors accountable to deliverables
	BusinessUSA’s web development contract is a BPA, which places responsibility on the contractor for quality product delivery.

The contract requires the following documents to ensure quality and accountability:
· Product Strategy Plan
· Roadmap of Product Releases (30-60 days per release)
· Web Site System Documentation
· Requirements Documentation
· Expenditure Reports (Monthly)
· Operations and Maintenance Plan 
· System Performance and Security Reports
· Configuration management Documentation
	BusinessUSA BPA SoW for Platform Development

	
	Contract allows the government delivery team the flexibility to adjust feature prioritization as the project evolves
	BusinessUSA’s contract calls for all product features to be backlogged in project management applications (BaseCamp) wherein each feature is prioritized (1-3, with 1 being a definitive release feature).  If the product owner changes the priority of a feature, then the feature is taken off of the product roadmap and either replaced with a feature that is scheduled for a future release or there is no replacement.  
The roadmap is then updated to reflect this change and the development continues.
	Agile Development;

BusinessUSA BPA SoW for Platform Development

	
	Contract ensures open source solutions are evaluated alongside commercial solutions when technology choices are made
	BusinessUSA’s web development contract defines that the web developer will use the open source Drupal CMS to build the BusinessUSA website.  If other commercial solutions are to be added to the code base, then a thorough Alternatives Analysis must be provided. 
	Page 1 of current call: The Contractor shall use open source sharing repositories and/or tools (i.e. github, etc.) as appropriate;

BusinessUSA BPA SoW for Platform Development; 

MySQL, PHP – any other open source platforms) with a technical design that fits with the direction of the cloud base solution (or other designated hosting centers) platforms and technical capabilities. Technical design sits with a cloud based infrastructure and hosting platform.

	
	Contract specifies that software and data generated by third parties remains under our control, and can be reused and released to the public as appropriate and in accordance with the law
	Data Rights Clause in the BPA SoW: The Government owns all rights to all data collected, documentation or analyzed information by the Contractor pursuant to a Call.  This Contract data may only be used by the Contractor with the express written authorization of the COR.
	BusinessUSA BPA SoW for Platform Development

	
	Contract allows us to use tools, services, and hosting from vendors with a variety of pricing models, including fixed fees and variable service-based models like “pay-for-what-you-use” services
	BusinessUSA currently works with GSA for its cloud hosting solution.  BusinessUSA pays a fixed fee for services and where additional savings are incurred, GSA passes the funds back to BusinessUSA.
	BusinessUSA BPA SoW for Platform Development

	
	Contract specifies a warranty period where defects uncovered by the public are addressed by the vendor(s) at no additional cost to the government
	BusinessUSA has integrated an Operations & Maintenance plan in its web development contract where money has been budgeted for potential bugs/issues uncovered by the public.  The development contract is firm fixed price.  The infrastructure contract has SLA’s that enforce operation and maintenance in a similar manner.
	BusinessUSA BPA SoW for Platform Development

	
	Contract includes a transition of services period and transition-out plan
	Transition Services clause in the BPA SoW: Contractor shall keep an updated Transition Plan in place at all times during the course of this contract.  Contractor shall provide BusinessUSA with a copy for this Transition Plan at the outset of the Contract and each time it is update.  This Transition Plan shall be in sufficient detail to allow a smooth transition from this contract to a new contract for this work with the same or a different contractor.
	BusinessUSA BPA SoW for Platform Development
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	Key Questions
	Current Approach
	Example Sources

	How frequent are the delivery milestones?
	Deliverables are defined under the BPA SoW to be the Product Roadmap and are delivered according to the set delivery dates (30-60 days).
	

	What are the performance metrics defined in the contract? (i.e., response time, system uptime, time period to address priority issues, etc.)
	SLAs are detailed in the infrastructure contract but BusinessUSA does not have a line of sight into GSA IaaS’s contract to understand all of the parameters for the contract.   For the current developer contract, there are no formal performance measures, but the structure of the option years of the contract does provide an ability to cancel the contract.
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BusinessUSA has demonstrated through its web development contract vehicles that it requires flexible, open and accountable resources to deliver its product and be responsive to the end user – small businesses and exporters.  By placing specific definitions on deliverables for quality assurance, open source development and continual process improvement via BusinessUSA’s Statement of Work for development activities, it is adhering to the themes of this Play.  The key recommendation for Play 5 for further improvement is continuing to learn best practices for IT contract management from throughout the Federal Government.  Sources could include working with Presidential Innovation Fellows, 18F, and the Digital Services team.  In the past, BusinessUSA has leveraged their insights and is open to working with them again.
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“Play 6: Assign one leader and hold that person accountable” is written under the premise that it is pivotal and required that there be only one technical point of contact between the Government team (in this case, BusinessUSA) and the Contractor team (in this case, the web development team).  This Play is written under the assumption that budgetary and technical implementation needs to be channeled through one resource in order to avoid cost overrun and scope creep in the development process.  Furthermore, this Play highlights the importance of a communication strategy within the Government team to inform the organization of the role and importance of a single product owner for IT development.
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	Checklist
	Comments
	Example Sources

	
	A product owner has been identified
	The product owner for BusinessUSA is the Technology Lead and has been identified by the Executive Director and his/her staff.  The organization as a whole has a fundamental understanding of whom the product owner is and their roles.
	BusinessUSA Organizational Chart

	
	All stakeholders agree that the product owner has the authority to assign tasks and make decisions about features and technical implementation details
	BusinessUSA’s organization chart has defined that the Technology Manager is the product owner and thereby manages the work and/or contracts for this task.
	BusinessUSA Organizational Chart

	
	The product owner has a product management background with technical experience to assess alternatives and weigh tradeoffs
	The product manager has been assigned based on a resume of prior IT project management experience on the Federal and non-Federal workplace.
	

	
	The product owner has a work plan that includes budget estimates and identification of funding sources.
	BusinessUSA’s product owner develops a roadmap that details a set number of releases per fiscal year and the features that are to be delivered per release.  Each release has an estimated budget, which has been determined by through estimates from the Government and the contractor.
	BusinessUSA Product Roadmap

	
	The product owner has a strong relationship with his or her contracting officer
	BusinessUSA’s product owner is the main contact point between the BusinessUSA organization and the contracting officer.
	BusinessUSA BPA SoW for Platform Development
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	Key Questions
	Current Approach
	Example Sources

	Who is the product owner?
	BusinessUSA’s Technology Manager
	BusinessUSA Organizational Chart

	What organizational changes have been made to ensure the product owner has sufficient authority over and support for the project?
	BusinessUSA’s Organization Chart and Enterprise Architecture documentation have been designed to ensure that the product owner has sufficient authority.  Additionally, the Executive Director of BusinessUSA has directed the organization to adopt this practice.
	Business practices of BusinessUSA team

	What does it take for the product owner to add or remove a feature from the service?
	BusinessUSA’s Technology Manager can add or remove a feature by issuing a directive to the contractor’s Technical Lead to either have it immediately added/removed or to have it added/removed in the next code push.  These actions occur with the notification of the wider BusinessUSA team, including executive management.
	Past experiences with contractor/government relationship
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Since the launch of BusinessUSA, the technology product team has strictly enforced a single product owner to be responsible for budgetary and technical communication with the contractor’s technical lead.  The product owner’s role in the organization is outlined as the only person who interfaces with the contractor to give guidance on work activities.  This role has been clearly defined and instituted by both the technology team and the contractor and is continually improved for all involved, 
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“Play 7: Bring in experienced teams” ensures that BusinessUSA is harnessing talented and experienced personnel in order to create modern digital services.  This Play looks at all members of the BusinessUSA nuclear and external team as being important players in the realization of a useful and user-centric project.  Furthermore, it is meant for BusinessUSA’s leadership to understand and identify its shortcomings in order to build inroads to exposing talent as well as perhaps train its core staff on areas that need improvement. 
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	Checklist
	Comments
	Example Sources

	
	Member(s) of the team have experience building popular, high-traffic digital services
	BusinessUSA’s web development contracting team is also the lead contractor for the following high-trafficked Federal digital web platforms:
· Data.gov
· Performance.gov
· SBIR.gov
· SBA.gov
· IT Dashboard
· USASpending.gov

BusinessUSA’s cloud hosting team at GSA is currently hosting the following high-trafficked Federal websites
· Data.gov
· Performance.gov
· USA.gov
· Challenge.gov
· GobiernoUSA.gov
Kids.gov
	BusinessUSA Web Development Contractor: www.reisystems.com;

GSA OCSIT: http://www.gsa.gov/portal/category/25729 

	
	Member(s) of the team have experience designing mobile and web applications
	BusinessUSA does not have any previous experience in designing mobile applications.  BusinessUSA has however, instituted responsive design in its web development code source in order to make the site mobile and tablet responsive.

As of September 2014, BusinessUSA has developed a mobile app on a common code base for use on iOS and Android devices.  The mobile app will be available shortly in the Apple iTunes Store and the Google Play Store.
	

	
	Member(s) of the team have experience using automated testing frameworks
	BusinessUSA’s web development Quality Assurance team is currently employing the Selenium software suite to create and utilize automated test scripts as defined in the requirements of the web development BPA SoW.

The product owner of BusinessUSA has extensive knowledge and experience in using the IBM Rationale Tool Suite.
	

	
	Member(s) of the team have experience with modern development and operations (DevOps) techniques such as continuous integration and continuous deployment
	Both the web development contractor (REI Systems) and the infrastructure contractor via GSA (CGI Federal) have experience with modern development and operation techniques as highlighted by their past performance.
	

	
	Member(s) of the team have experience securing digital services
	BusinessUSA has completed the C&A of a SaaS product currently being used by the website via the Federal Risk and Authorization Management Program (FedRAMP), which is a government-wide program that provides a standardized approach to security assessment, authorization, and continuous monitoring for cloud products and services.
	

	
	A Federal contracting officer is on the internal team if a third party will be used for development work
	The Contracting Office that executed the current web development contract is a part of the team and is in frequent touch with other parts of the team regarding any questions about billing, invoices, etc. 
	

	☐
	A Federal budget officer is on the internal team or is a partner
	Shalonda Holmes at SBA
Tricia McCalla at Commerce
	

	
	The appropriate privacy, civil liberties, and/or legal advisor for the department or agency is a partner
	BusinessUSA interfaces with legal council at both the SBA and at the Department of Commerce.  The POC for legal advising at SBA is Sam Le and the POC at Commerce is Sarah Schwartz.
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BusinessUSA’s talented and experienced staff is the key to the success of the project.  The team has a passion and drive to accomplish tasks and take on new challenges.  For BusinessUSA, there are no recommended improvements for this section of the report.
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“Play 8: Choose a modern technology stack” provides information on the technology behind BusinessUSA.  Play 8 details the need to use open-source technology that can be reusable in government projects to allow maximum flexibility in execution while utilizing the state-of-the-art in software products across the development stack.
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	Checklist
	Comments
	Example Sources

	
	Choose software frameworks that are commonly used by private-sector companies creating similar services
	BusinessUSA is using common frameworks for their development work.  Examples include using a LAMP stack for development, Drupal for CMS, and Twitter Bootstrap for a front-end development framework.
	

	
	To the extent practical, ensure that software can be deployed on a variety of commodity hardware types
	Generally speaking, there is no obvious restriction on hosting and/or infrastructure environments with running the Drupal CMS as the primary technology for BusinessUSA’s website.
	

	
	Ensure that each project has easy to understand instructions for setting up a local development environment, and that team members can be quickly added or removed from projects
	The BusinessUSA contractor team utilizes an internal wiki to document code practices – including common terms for code and the setup for a development environment on a local machine for new developers.
	Internal BusinessUSA/REI wiki

	
	Consider open source software solutions at all layers of the stack
	Within the BusinessUSA stack, there is no and/or limited use of non-open source solutions.  BusinessUSA utilizes the LAMP stack for development.
	BusinessUSA/REI’s GitHub account
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	Key Questions
	Current Approach
	Example Sources

	What is your development stack and why did you choose it?
	The LAMP stack was chosen by default without too much forward thinking, as it was used by the development contractor on the incumbent GSA contract used for development on BusinessUSA.
	Internal BusinessUSA/REI wiki

	What database(s) are you using and why did you choose them?
	The database used is MySQL, and, traditionally, the LAMP stack ties Linux, Apache, MySQL, and PHP.  MySQL was a default choice, but the use of the LAMP stack ensures that new contractors could take over the development environment with little need for specialized technical skills.
	Internal BusinessUSA/REI wiki

	How long does it take for a new team member to set up a local development environment?
	Typically, it takes six to eight hours to get a new developer on boarded into the new development environment.  Primarily, the time is due to the download of the production database – inclusive of all data and content on the site.
	Internal BusinessUSA/REI wiki
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BusinessUSA utilizes the LAMP technology stack for development, and the content management system currently in use is the latest version of Drupal, an open-source content management system.  BusinessUSA is highly aligned against this Play, and it will continue to utilize open-source tools to ensure flexibility and utilize state-of-the-art tools.  For this Play, there are no significant recommendations for BusinessUSA.
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“Play 9: Deploy in a flexible hosting environment” identifies the infrastructure behind BusinessUSA, and it attempts to create a framework for digital services delivery via cloud hosting platforms with other relevant infrastructure/hosting tools – i.e. a content delivery network, disaster recovery tools, and scalable resources.
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	Checklist
	Comments
	Example Sources

	
	Resources are provisioned on demand
	BusinessUSA is supported by a flexible infrastructure using virtual machines.  Resources, such as servers, can be changed with minimal effort.

GSA’s IaaS resources are provisioned on demand in the hosting environment, and it works to configure the production level environment according to the needs of the service.  The environment is then made available to the service typically within 24-48 hours of the original request.
	GSA IaaS Procurement

	
	Resources scale based on real-time user demand
	GSA’s IaaS resources scale based on real-time user demand.  Based on the current Architecture, which includes Akamai, a CDN (Content Delivery Network) service that allows web traffic to scale, as needed, the infrastructure will manage peaks and valleys with no disruptions.  In the event there is performance challenges,   GSA’s IaaS will configure and add extra CPU and/or RAM within 2-4 hours of the original request with no disruptions.
	GSA IaaS Procurement

	
	Resources are provisioned through an API
	GSA’s IaaS resources are provisioned through APIs.
	GSA IaaS Procurement

	
	Resources are available in multiple regions
	The application is currently deployed on production environments in data centers in Phoenix and Philadelphia.
	GSA IaaS Procurement

	
	We pay only for the resources we use
	GSA only pays for the cloud hosting infrastructure that it uses.  Typically, there is no charge for the first 24 hours, and the Government is not exposed to cost of retiring parts of the infrastructure for any more than 24 hours from end of life.
	GSA IaaS Procurement

	
	Static assets are served through a content delivery network
	Through Akamai’s Content Delivery Network services, the GSA’s IaaS platform is able to deliver our static assets.
	GSA IaaS Procurement

	
	Application is hosted on commodity hardware
	VMWare is used to deploy to production on commodity hardware on GSA’s IaaS platform.  The application is hosted using devices or device components that are widely available in the marketplace and are generally interchangeable with other hardware of the same type.
	GSA IaaS Procurement
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	Key Questions
	Current Approach
	Example Sources

	Where is your service hosted?
	BusinessUSA is hosted on GSA’s IaaS platform.  The service is hosted in CGI Federal data centers in Phoenix and Philadelphia.  BusinessUSA is primarily in Phoenix.
	GSA IaaS Procurement

	What hardware does your service use to run?
	The service runs in GSA’s IaaS, a virtual environment composed of many different pieces of hardware.
	GSA IaaS Procurement

	What is the demand / usage pattern for your service?
	BusinessUSA primary usage patterns follow a typical usage pattern of business hours in the US throughout all US time zones.  Traffic tends to dip on the weekends and holidays.

For the period of July 1, 2014 through November 2, 2014 – i.e. the last four months:
· Sessions: 437,102
· Users: 349,354
· Page Views: 3,644,008
	GSA IaaS Procurement

	What happens to your service when it experiences a surge in traffic or load?
	GSA’s IaaS directs through the Akamai CDN to provide continual service and prevent service disruptions.  Failover capabilities will automatically ensure load between regions without user session disruptions.  In the event of a catastrophic failure in a specific region, failover capabilities will automatically ensure load between the two regions without user session disruption.  In the event of a catastrophic failure across the enterprise, Akamai CDN will serve up the cache pages until full services are restored without user session disruption.


	GSA IaaS Procurement

	How much capacity is available in your hosting environment?
	Capacity on our hosting environment is limited only by cost.  Technically, the environment is unlimited.  GSA’s IaaS environment can provide whatever capacity is requested by a specific service or services.
	GSA IaaS Procurement

	How long does it take you to provision a new resource such as an application server?
	About 1 week.  The steps involved are putting in a change request, which is reviewed by the CAB board at GSA.  Then, GSA’s infrastructure contractor provisions the server.  Resources in GSA’s IaaS environment are provisioned immediately upon completion of the GSA approval process. The contractor works to then configure the production level environment according to the needs of the service.  The environment is then made available to the service typically within 24-48 hours of the original request.
	GSA IaaS Procurement

	How have you designed your service to scale based on demand?
	During a high level of demand period the current Architecture, which includes Akamai, the infrastructure will manage peaks and valleys with no disruptions.  Services are scaled based on user request and approval.  GSA’s contractor will manually configure and add extra CPU and/or RAM within 2-4 hours of the original request with no disruptions.  The infrastructure roadmap calls for future auto scalability.  However, once in place each application will need to be architected to support this auto generation capability.
	GSA IaaS Procurement

	How are you paying for your hosting infrastructure — i.e., by the minute, hourly, daily, monthly, fixed?
	The contractor’s hosting of Lot 3 components are bundle fixed costs according to daily usage.  Professional services to support availability are billed Time and Materials.
	GSA IaaS Procurement

	Is your service hosted in multiple regions / availability zones / data centers?
	The service is hosted in CGI Federal data centers in Phoenix and Philadelphia. 
	GSA IaaS Procurement

	In the event of a catastrophic disaster to a datacenter, how long will it take to have the service operational?
	Restoration of service is almost instantaneous.  GSA’s IaaS environment directs through the Akamai CDN to provide service continuity and prevent service disruption during a surge in traffic or load on a specific site or the entire environment.  In event of a catastrophic failure in a specific region, failover capabilities will automatically ensure load between the two regions without user session disruption.  In event of a catastrophic failure across the enterprise, Akamai CDN will serve up the cache pages until full services are restored without user session disruption.
	GSA IaaS Procurement

	What would be the impact of a prolonged downtime window?
	GSA’s IaaS infrastructure is designed to prevent the unlikely occurrence of an extended period of downtime.  However, planning for a complete catastrophic disaster, the impact on the user community of an extended period of downtime depends on the functions and features of the application.  Akamai CDN services would be able to keep the website available.  Within the first 48-72 hours data reliability on the website would begin to deteriorate as seen in the last government shutdown.  Within a week user returning would diminish significantly, and within two weeks traffic would have all but gone silent.
	GSA IaaS Procurement

	What data redundancy do you have built into the system, and what would be the impact of a catastrophic data loss?
	Redundancy is built into the physical, logical, data-link, and application layers for most applications.  GSA’s IaaS environment also uses Akamai as a means to provide delivery redundancy.  GSA’s IaaS includes data redundancy, automatic failover, and rapid recovery from backup media.  The impact on the user community of a catastrophic data loss depends on the data stored in the application.  Within the first 48-72 hours data reliability on the website would begin to deteriorate as seen in the last government shutdown.  Within a week user returning would diminish significantly, and within two weeks traffic would have all but gone silent.
	GSA IaaS Procurement

	How often do you need to contact a person from your hosting provider to get resources or to fix an issue?
	GSA’s IaaS team is notified of user requests through GSA’s JIRA ticketing system and through GSA’s incident and change management processes. 
	GSA IaaS Procurement
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BusinessUSA mostly adheres to Play 9 for infrastructure hosting and other related requirements.  Infrastructure is the main enabling technology for digital services delivery.  For BusinessUSA, its relationship with GSA’s Infrastructure-as-a-Service contract is the strength of the project.  BusinessUSA continues to help improve this arrangement.  For this Play, the only recommendation would be to identify a better line-of-sight, for timeliness and dynamic reporting, into the hosting infrastructure via an API to acquire resources more easily directly from the development contractor.  Examples would include Amazon Web Services, where APIs are a method to interact with the hosting infrastructure.
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“Play 10: Automate testing and deployments” identifies the need for automated testing and deployments.  For the ideal digital services project, automated testing and deployment leads to a cost-savings in terms of man-hours per development cycle.  Additionally, standardizing testing and deployment leads to a better product with less downtime during deployments and less defects in production.
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	Checklist
	Comments
	Example Sources

	
	Create automated tests that verify all user-facing functionality
	BusinessUSA does not currently perform automated testing.  BusinessUSA’s development contractor plans on undertaking this in the next month to bring automated testing to the entire application.

	BusinessUSA’s Quality Assurance Plan

	
	Create unit and integration tests to verify modules and components
	BusinessUSA performs unit tests and integration tests pre-release.

	BusinessUSA’s Quality Assurance Plan

	
	Run tests automatically as part of the build process
	BusinessUSA does not currently perform automated testing.  BusinessUSA’s development contractor plans on undertaking this in the next month to bring automated testing to the entire application.

	BusinessUSA’s Quality Assurance Plan

	
	Perform deployments automatically with deployment scripts, continuous delivery services, or similar techniques
	BusinessUSA does not deploy automatically at this point, but future plans in the coming two months include automated testing through tools, such as Capistrano, Jenkins and GitHub. Puppet & Capistrano are available to support BusinessUSA. The Developer Team is working to integrate these tools for use in future releases processes.
	BusinessUSA’s Quality Assurance Plan

	☐
	Conduct load and performance tests at regular intervals, including before public launch
	BusinessUSA infrequently conducts load and performance tests before new releases, especially when the new features may impede performance.  Utilizing a third party testing services Joint IT Command (JITC) located at DISA Phoenix.  This service augments the developer testing to simulate peak in demand under duress in order to ensure application durability with in current infrastructure model.
	BusinessUSA’s Quality Assurance Plan
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	Key Questions
	Current Approach
	Example Sources

	What percentage of the code base is covered by automated tests?
	O%, currently.
	BusinessUSA’s Quality Assurance Plan

	How long does it take to build, test, and deploy a typical bug fix?
	Depends on complexity, but for the majority typical bug fixes can be handled within the same day of the discovery within a development sprint or within 24 to 48 hours of discovery if required after deployment to production.
	BusinessUSA’s Quality Assurance Plan

	How long does it take to build, test, and deploy a new feature into production?
	We have an agile methodology.  Typical sprint is 6-8 weeks. From conception to delivery.
	BusinessUSA’s Quality Assurance Plan

	How frequently are builds created?
	Builds are created typically on a daily or bi-daily basis.  During CY2014 through September 2014, there has been 15 major production releases or approximately 1.5 releases per month.
	BusinessUSA’s Quality Assurance Plan

	What test tools are used?
	Most testing tools are currently a combination of manual tools and bug-tracking software, such as JIRA.
	BusinessUSA’s Quality Assurance Plan

	What deployment automation or continuous integration tools are used?
	Puppet & Capistrano are available to support BusinessUSA.  The Developer Team is working to integrate these tools for use in future releases processes. 
	BusinessUSA’s Quality Assurance Plan

	What is the estimated maximum number of concurrent users who will want to use the system?
	BusinessUSA estimates that the system should be able to support thousands of concurrent users, but there is no seasonality in usage, as compared to healthcare.gov and other process-oriented government systems. There is an undetermined ceiling given the current architecture of Akamai and failover.
	BusinessUSA’s Quality Assurance Plan; 

GSA IaaS Procurement

	How many simultaneous users could the system handle, according to the most recent capacity test?
	Authenticated users could affect performance.  The general public is handled by Akamai, which has enormous capacity to handle the load, in most cases.  There is no current data on this question, and it will require more load testing on BusinessUSA’s part to understand an accurate answer.
	BusinessUSA’s Quality Assurance Plan; 

GSA IaaS Procurement

	How does the service perform when you exceed the expected target usage volume? Does the service degrade gracefully or catastrophically?
	When the expected target usage volume is exceeded, performance results can differ, depending on the number of users above target and the activities they are performing.  GSA’s IaaS infrastructure is able to absorb surges in activity, degrading gracefully then recovering when user demand diminishes or additional resources are provisioned.
	BusinessUSA’s Quality Assurance Plan; 

GSA IaaS Procurement

	What is your scaling strategy when demand increases suddenly?
	BusinessUSA has a multi-pronged scaling strategy, both proactive and reactive, which provides an effective response to sudden increases in demand.  Anticipated surges in demand (such as after a press release or web page announcement announcing a new feature or release) can be prepared for with the additional provisioning of resources.  Communication channels are open between GSA and the hosting provider that enable speedy communication of anticipated surges in service usage.  These resources can be provisioned just before the demand increase is anticipated and de-provisioned just after the demand period ends.  Continuous monitoring provides real-time data on demands that can then be responded to with the provisioning of additional resources, with GSA approval.
	BusinessUSA’s Quality Assurance Plan; 

GSA IaaS Procurement
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BusinessUSA ability to perform automated testing and deployment currently is not up to the standards in Play 10 of the Digital Services Playbook.  For the future, BusinessUSA plans to make rapid strides in both aspects.  For automated testing, the development contractor is currently experimenting with open-source testing tools to automate testing at every build for BusinessUSA.  The contractor is engaged in making improvements to automate testing in the development environment and to automate testing in the production environment.  Extensive code coverage via automated testing may take one to three months.  For automated deployment, the development contractor plans on using tools, such as Capistrano and Jenkins, to automate deployment scripts and ensure minimal downtime of the site during deployments to production.
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“Play 11: Manage security and privacy through reusable processes” focuses on the need for digital services processes to comply with Federal regulations with respect to IT security and personally identifiable information (PII).  For BusinessUSA, these processes are not as critical as for other systems.  At this point, BusinessUSA has few to no touch points with PII with respect to its customers, though it plans integrating login and registration functionality later with BusinessUSA.   
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	Checklist
	Comments
	Example Sources

	
	Contact the appropriate privacy or legal officer of the department or agency to determine whether a System of Records Notice (SORN), Privacy Impact Assessment, or other review should be conducted
	Yes, both the SORN and PIA have been routinely conducted on BusinessUSA.

Contact information of individual responsible for privacy related questions:  
Kim Mott, GSA OCHOC
kim.mott@gsa.gov
202-209-1317.
	GSA’s IT policies and documentation

	
	Determine, in consultation with a records officer, what data is collected and why, how it is used or shared, how it is stored and secured, and how long it is kept
	Records managements and other considerations are conducted in compliance with GSA’s policies.
Records schedule refers to:
a. An SF 115, Request for Records Disposition Authority, which has been approved by NARA to authorize the disposition of Federal records;
b. A General Records Schedule (GRS) issued by NARA; or 
c. A printed agency manual or directive containing the records descriptions and disposition instructions approved by NARA on one or more SF 115s or issued by NARA in the GRS. (See also the definition Comprehensive schedule.)

GSA POC:  Marc Wolfe
Office of GSA-IT
(mark.wolfe@gsa.gov).

	GSA’s IT policies and documentation

	
	Determine, in consultation with a privacy specialist, whether and how users are notified about how personal information is collected and used, including whether a privacy policy is needed and where it should appear, and how users will be notified in the event of a security breach
	Privacy considerations are conducted in compliance with GSA’s policies.  For our customer service platform, DoC handles issues with Parature.  The web site currently has a prominent link in the footer that alerts the user to the privacy policy.
	GSA’s IT policies and documentation

	
	Consider whether the user should be able to access, delete, or remove their information from the service
	Considerations to access, delete, and remove user information on BusinessUSA have been brought to GSA’s attention under their policies. 
	GSA’s IT policies and documentation

	
	“Pre-certify” the hosting infrastructure used for the project using FedRAMP
	GSA’s IaaS platform and hosting provider are FedRAMP-certified.
FedRAMP Provisional ATO:
· CGI Cloud
· Microsoft Azure for Dual Factor Authentication
· Akamai CDN
	GSA IaaS Procurement

	
	Use deployment scripts to ensure configuration of production environment remains consistent and controllable
	Production (including Production Failover) deployments and configurations are controlled using tools that automate the deployment process, including Puppet and Capistrano.
	GSA IaaS Procurement
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	Key Questions
	Current Approach
	Example Sources

	Does the service collect personal information from the user (whether government or public)? How is the user notified of this collection?
	At this point, BusinessUSA does not collect personal information.
	BusinessUSA’s PIA statement

	Does it collect more information than is needed to perform the requested task? Are there uses of the data that would not be expected by the average user?
	At this point, BusinessUSA does not collect personal information or any additional information.
	BusinessUSA’s PIA statement

	How does a user contact a responsible person to seek access, correction, deletion, or removal of his or her personal information?
	End user will contact the National Contact Center, who will then forward to levels 2 or 3 help desk personnel.
	Parature platform: help.business.usa.gov

	Will information stored in the system be shared with others?
	Yes. The current BizUSA is rated as a low application allowing for the data to be sampled and consumed.
	Interagency Agreements

	How and how often is the service tested for security vulnerabilities?
	Daily.
	GSA Security Scan Reports

	How can someone from the public report a security issue?
	There is a feedback option on the web site for the user to report any inconsistencies on or the end user will contact the National Contact Center.
	Parature platform: help.business.usa.gov
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BusinessUSA’s compliance with IT security and privacy policies is made simpler through its agreement with GSA on the infrastructure underlying BusinessUSA.  GSA through its support of the Infrastructure-as-a-Service procurement satisfies much of the privacy and security policies; furthermore, these policies are supported by interagency agreements between GSA, SBA, and the Department of Commerce.  For BusinessUSA, there are no significant recommendations, but BusinessUSA should strive to maintain its current security and privacy posture, while BusinessUSA integrates the MyUSA functionality into BusinessUSA.
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“Play 12: Use data to drive decisions” describes the ability of data and analytics to drive decision-making for BusinessUSA.  Data and analytics can be categorized between project health, digital analytics, and infrastructure analytics.  These analytics, as detailed in Play 12, should be published widely and feed into key product and program decisions.
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	Checklist
	Comments
	Example Sources

	☐
	Monitor system-level resource utilization in real time
	All systems are monitored using SIEM and Infrastructure/Network monitoring tools, including, Arcsight, Nagios, Puppet, Uptrends, Unicenter, and EM7.
	GSA IaaS Procurement

	☐
	Monitor system performance, measuring response time, latency, throughput, and error rates in real-time
	Real-time system performance is monitored via network and infrastructure tools such as Nagios, EM7, and Uptrends. These tools give a complete profile of system health.
	GSA IaaS Procurement

	☐
	Ensure monitoring in place can measure median, 95th percentile and 98th percentile performance
	The monitoring systems in place are tuned to medium/high/critical performance thresholds.
	GSA IaaS Procurement

	☐
	Create automated alerts based on this monitoring
	The monitoring systems used in GSA’s IaaS environment deliver automated alerts regarding infrastructure health.
	GSA IaaS Procurement

	
	Track concurrent users in real time, and monitor user behaviors (in the aggregate) to determine how well the service is meeting user needs
	BusinessUSA utilizes Google Analytics to monitor real-time user behavior across the site.  Their behavior is tracked through user flow diagrams.  The monthly Google Analytics report publishes this data for all stakeholders involved.

	GSA IaaS Procurement

	
	Publish metrics internally
	BusinessUSA utilizes a contractor to collect metrics on user behavior and also to collect performance metrics.  These reports are stored to a shared drive for all users to review.  Metrics include:
· Budget Savings
· Number of vulnerabilities – High/ Medium/ or Low
· Number of Pages Viewed
· Average load per page
	BusinessUSA Monthly Analytics Report;

BusinessUSA Performance Report

	
	Publish metrics externally
	As discussed above, metrics are collected.  For external stakeholders, BusinessUSA shares these metrics in bi-monthly Steering Committee reports and Executive Committee reports.
· No more than 1 missed deliverable
· Goodwill: No more than 1 vulnerability 
· Availability: 99.5% Availability
	BusinessUSA Steering Committee Reports; 

BusinessUSA Executive Committee Reports

	
	Use an experimentation tool that supports multivariate testing in production
	BusinessUSA does not have any tools for multivariate testing in production.
	BusinessUSA/REI’s GitHub account
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	Key Questions
	Current Approach
	Example Sources

	What are the key metrics for the service?
	BusinessUSA’s key metrics include: number of sessions, returning visits, bounce rate, customer funneling through the wizards results page, customer satisfaction rating of the site, customer satisfaction of the call center.
· No more than 1 missed deliverable
· Goodwill: No more than 1 vulnerability 
· Availability: 99.5% Availability.
	BusinessUSA Monthly Analytics Report

	How have these key metrics performed over the life of the service?
	BusinessUSA’s key metrics have fared well.  Overall, most metrics are increasing, but some have become a bit stale and vary a bit too much with development of the site – i.e. customer satisfaction recorded on iPerceptions 4Q.  Mainly, this is sometimes due to website maintenance.  These metrics are reviewed monthly.
	BusinessUSA Monthly Analytics Report

	What system monitoring tool(s) are in place?
	All systems are monitored using SIEM, Infrastructure and network monitoring tools. The tools used include: Arcsight, Nagios, Puppet, Uptrends, Unicenter, and EM7.
	

	What is the targeted average response time for your service? What percent of requests take more than 1 second, 2 seconds, 4 seconds, and 8 seconds?
	· Target Page Load is 2 to 4  seconds
· >5%
	

	What is the average response time and percentile breakdown (percent of requests taking more than 1s, 2s, 4s, and 8s) for your service’s top 10 transactions?
	8.43 seconds
	

	What is your service’s monthly uptime target?
	Target Content Manager uptime is 99.5%.
Target User uptime is 99.5%.
	GSA IaaS Contractor Presentation for the first half of 2014

	What is your service’s monthly uptime percentage including scheduled maintenance? Excluding scheduled maintenance?
	Average Content Manager uptime is 100%.
Average User uptime is 99.99%.
	GSA IaaS Contractor Presentation for the first half of 2014

	How does your team receive automated alarms when incidents occur?
	GSA’s IaaS professional services contractor team provides Level 1 support for the application infrastructure, receiving automated alarms when incidents occur.
	

	What is the volume of each of your service’s top 10 transactions? What is the percentage of transactions started vs. completed?
	There’s no easy way to characterize the answer to this question, as there no “transactions” per se on BusinessUSA.  We do have Wizards and a series of goals set for BusinessUSA through Google Analytics that are transaction-based in theory, but there are no transaction, strictly speaking.
	

	What tool(s) are in place to measure user behavior?
	Tools include: Google Analytics, WebTrends [deprecated], GovDelivery, Twitter, LinkedIn, iPerceptions 4Q, Parature, call center reports.
	BusinessUSA Monthly Analytics Report

	What tool/technology is used for A/B testing?
	No tool is being used currently for A/B testing on BusinessUSA.

	BusinessUSA/REI’s GitHub account

	How do you measure customer satisfaction?
	For BusinessUSA, customer satisfaction is measured on a scale from 1-10.  All scores greater than 6 are measured as good or better per the iPerceptions 4Q survey completed by about 80 customers per month on the site.  
	BusinessUSA Monthly Analytics Report
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BusinessUSA’s digital analytics practice of monthly reports gives detailed insights into BusinessUSA’s web and call center operations, and these analytics leads to recommendations to improve key metrics for the program.  BusinessUSA would seem to be highly compliant for Play 12, though the key area of further improvement would be better insight into infrastructure analytics.   BusinessUSA is prepared to work closely with GSA’s infrastructure contractor for better insight into their program.  
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“Play 13: Default to open” describes the need for Federal digital services programs to adopt open-source practices in their programs to disclose as much information as possible to the public.  The benefits are many-fold.  First, the digital services program is better able to absorb feedback from the outside – especially customers.  Second, Federal programs will be less susceptible to being vulnerable to locking-in to a single contractor.  Finally, Federal digital services programs will benefit from involvement with the wider developer community to drive innovation and other products, as a result of the program.  
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	Checklist
	Comments
	Example Sources

	
	Offer users a mechanism to report bugs and issues, and be responsive to these reports
	BusinessUSA’s Help Menu is located on each page gives the external user to provide feedback in 3 different methods:
· 1-800 FED-INFO call number
· Feedback Form
· Ask a Question Form

Users will receive a notification of their response and within a number of days a specialist will respond to their inquiry.

For internal BusinessUSA staff, a bug/issue reporting software named JIRA is used to report and track needed technical improvements
	Parature platform: help.business.usa.gov

	
	Provide datasets to the public, in their entirety, through bulk downloads and APIs (application programming interfaces)
	BusinessUSA APIs conform to the Administration’s Open Data Policy that advances the management of Government information as an asset.  The policy directs agencies to "Collect or create information in a way that supports downstream information processing and dissemination activities," which has four requirements:
1. Use machine-readable and open formats
2. Use data standards
3. Ensure information stewardship through the use of open licenses
4. Use common core and extensible metadata
	http://business.usa.gov/developer-resources 

	
	Ensure that data from the service is explicitly in the public domain, and that rights are waived globally via an international public domain dedication, such as the “Creative Commons Zero” waiver
	Currently, BusinessUSA has no explicitly written license, however, BusinessUSA is currently in the process of analyzing GPL v2 and No License licenses for open-sourcing BusinessUSA’s data. 
	GPL v2:

No License:

	
	Catalog data in the agency’s enterprise data inventory and add any public datasets to the agency’s public data listing
	Currently, BusinessUSA is affiliated to both the SBA and the Department of Commerce, and provides an Open Government Plan to both agencies. 

BusinessUSA is additionally affiliated with Data.gov and is publicly listed.

BusinessUSA also has its own Developer page for access to all its publicly available data.
	Open Government Plans:

SBA: 

DOC:  http://open.commerce.gov/open-government-plan;

Data.gov Page: https://catalog.data.gov/dataset/businessusa-resource-access-api;

Internal BusinessUSA/REI wiki

	
	Ensure that we maintain the rights to all data developed by third parties in such a manner that is releasable and reusable at no cost to the public
	BusinessUSA is using commercial source repository called Github, and any release to the public could be facilitated through this tool.
	

	
	Ensure that we maintain contractual rights to all custom software developed by third parties in such a manner that is publishable and reusable at no cost
	BusinessUSA is using and open sourced Content Management System (Drupal), as well as Github, in such a manner that all code and information are available to the government. 

Government personnel are members of the GitHub account and thereby maintain rights to the code.
	

	
	When appropriate, create an API for third parties to interact with the service directly
	BusinessUSA has developed API’s for the following categories:
· Programs
· Events
· Services
· Success Stories
· Articles
· Data
· Tools
	

	
	When appropriate, publish source code of projects or components online
	BusinessUSA has published its source code on a GitHub repository and is currently utilizing GitFlow to solicit pushes and pulls.
	

	
	When appropriate, share your development process and progress publicly
	BusinessUSA utilizes the US Government API List serve to promote its API information as well as learn from the development community on best practices.
	us-government-apis@googlegroups.com
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	Key Questions
	Current Approach
	Example Sources

	How are you collecting user feedback for bugs and issues?
	BusinessUSA uses a ticketing service available on help.business.usa.gov for its external customers.

Internally, BusinessUSA uses a JIRA ticketing system to report and track bugs/issues.
	

	If there is an API, what capabilities does it provide? Who uses it? How is it documented?
	BusinessUSA API’s provide all access to any information in the given parameter.  API’s are free for consumption by a party, public or private. 

API’s are documented by:
· Resource URL
· Return Type
· An Example
· Return Values (which include a Field and Description)
	http://business.usa.gov/developer-resources

	If the codebase has not been released under an open source license, explain why.
	BusinessUSA is currently planning on open-sourcing the platform as a template of the Drupal instance.  The code itself is not planned to be open-sourced, until all security considerations are undertaken.
	

	What components are made available to the public as open source?
	All data sets are publicly available, as well as the framework, on the BusinessUSA website.  BusinessUSA is planning on taking this framework to the open-source community in the near future.
	

	What datasets are made available to the public?
	BusinessUSA has developed API’s for the following categories:
· Programs
· Events
· Services
· Success Stories
· Articles
· Data
· Tools
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While BusinessUSA has not completely fulfilled the objectives of Play 13, it has plans currently in the pipeline for the following:
First, BusinessUSA will disclose its source code via a GitHub account of a shell of the current instance of BusinessUSA for use by anyone in the developer community.  Currently, BusinessUSA already has its open-source and open-data plans published in its respective open-government plans at the SBA and Department of Commerce.   For this play, there are no significant recommendations with respect to open-source and open-data.
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In this report, BusinessUSA’s program was reviewed from the perspective of the Digital Services Playbook published by the White House.   The thirteen plays of the Digital Services Playbook – available at http://playbook.cio.gov - guide the overall program and technology strategy for Federal Government projects with a significant digital and/or information technology component.  

The report used the checklists and key questions as criteria to review BusinessUSA.  The checklists were reviewed for completed tasks by the BusinessUSA team, and the key questions were answered to the best of the ability of the BusinessUSA team’s current thinking.  In all possible cases, the margins were populated with tangible sources to provide an evidence-based assessment of BusinessUSA’s current standing.  

The results of the audit inform the BusinessUSA team of potential improvements and current strengths.  The audit has pushed the team to consult with current team members for better insights into metrics, better transparency within its current organization, and making its goals more tangible and concrete.

Current strengths of the program include:
· Mission Orientation:  In potential contrast to other digital services programs, the BusinessUSA team has a clear, specific mission to provide a point-of-contact to small businesses and exporters to start and grow.  BusinessUSA can clearly reach out to those customers through digital analytics, usability testing sessions, and existing Federal Government structures to obtain feedback from those communities.   BusinessUSA’s mission orientation is highly focused serving the customer.
· Analytics-Driven Management:  For BusinessUSA, analytics is a clear strength.  Digital, customer, and call center analytics are used to drive decision-making about future decisions for improvements.  Analytics reporting and tools are best in-class for Federal Government programs and used as another source for objective feedback on performance management.
· Small Technology Team:  From its inception, BusinessUSA has thrived with a small, focused, agile technology team, where a technology lead and deputy lead decision-making on product decisions with extensive contractor support.  The team is insulated from bureaucratic decision-making processes through executive management and is allowed to experiment with BusinessUSA’s platform to evolve the right solution for its end-user customers, small businesses and exporters.

The table, below, details recommendations per play about improvements to BusinessUSA.  The Current Status column shows BusinessUSA’s current progress for improvement per play.  Where plays are not shown, significant recommendations were not made.  These improvements should be reviewed within 90 days for progress.  

	Play
	Recommendations
	Current Status

	1. Understand what people need
	· BusinessUSA should further incorporate and institutionalize voice-of-the-customer interviews and best practices into the product development process and across the BusinessUSA initiative.  The VoC process will kickoff in January 2015.
	In progress

	2. Address the whole experience, from start to finish
	· BusinessUSA should develop closer connections with offline points-of-contact, following the user flow through BusinessUSA and onto offline points-of-contact.
	In progress

	3. Make it simple and intuitive
	· BusinessUSA should integrate user experience feedback to improve the site design more incrementally.
	In progress

	5. Structure budgets and contracts to support delivery
	· BusinessUSA should continue to learn about best practices through working with program such the Presidential Innovation Fellow, 18F, and the Digital Services team..
· BusinessUSA should also determine the need for a transition of one web development or hosting vendor to another. 

	Ongoing

	9. Deploy in a flexible hosting environment
	· BusinessUSA should identify a more concise line-of-sight into the hosting infrastructure via an API to acquire resources more easily, in addition to more timely and dynamic reporting..
	Nearly completed

	10. Automate testing and deployments
	· BusinessUSA should improve efforts to automate testing and deployment.  The current contractor is engaged in making improvements to automate testing in the development environment and to automate testing in the production environment.
	Nearly completed

	12. Use data to drive decisions
	· Though highly compliant, the key area of further improvement for BusinessUSA would be better insight into infrastructure analytics.
	In progress



